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The Invariant Challenge

Inductive invariant

Initial O
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The Invariant Challenge

Paxos consensus property

V
Yny,ny : node,ry,ry : round, v, vy : value. decision(ny,ry,v1) A decision(ng,ra,vs) — v1 = vy (4)
Vr : round,v1,v; : value. propose_msg(r,v1) A propose_msg(r,vz) — v1 = 2 (5)
Vn : node,r : round,v : value. vote_msg(n,r,v) — propose_msg(r,v) (6)

Yr : round, v : value.

(dn : node. decision(n,r,v)) — Jq : quorum.Vn : node. member(n,q) — vote_msg(n,r,v)

@)

¥n : node, r,r’ : round, v,v’ : value. join_ack_msg(n,r, L,v) A1’ < r — —vote_msg(n,r’,v") (8)
¥n : node, r,r’ : round, v : value. join_ack _msg(n,r,r’,v) Ar" # L - r’ <r A vote_msg(n,r’,v) (9)
¥n : node, r,r’,r"" : round wv,v” : value. (10
10

join_ack_msg(n,r,r’ v) Ar' £ LAT <r"” <r — avote_msg(n,r”,v")

¥n : node, v : value. —vote_msg(n, L,v) (11)

Vry,rz : round v,z : value,q : qQquorum. propose_msg(r2,vz) Ar1 <rz AUy #v2 —

dn :node.r’.r” : round, v : value. member(n.q) A ~vote_msg(n,ri,v;) Ar’ > ry A join_ack_msg(n.r’,r”,v)

(12)




The Invariant Challenge

Paxos consensus property
V
Yny,ny : node,ry,ry : round, v, vy : value. decision(ny,ry,v1) A decision(ng,ra,vs) — v1 = vy (4)
Vr : round,v1,v; : value. propose_msg(r,v1) A propose_msg(r,vz) — v1 = 2 (5)
Vn : node,r : round,v : value. vote_msg(n,r,v) — propose_msg(r,v) (6)

Yr : round, v : value.

@)

(dn : node. decision(n,r,v)) — Jq : quorum.Vn : node. member(n,q) — vote_msg(n,r,v)

r,r’ : round, v,v’ : value. join_ack_msg(n,r, L,v) Ar’ <r — —vote_msg(n,r’, v’

join_ack_msg(n,r,r’ , v) Ar’ # L

¥n : node, v : value. —vote_msg(n, L,v)

Wri,r2 @ round vy, 2 : valy rum. propose_msg(rz,v2) Ary <rz

dn :node.r’,r .v : value. member(n,q) A ~vote_msg(n.ri,v1) Ar’ >r; A




| like it when my concurrent
programs execute sequentially.

R

StartRound(1) Join(1,1) Join(1,2) Propose(1) Vote(1,1, ) Vote(1,2, ) Conclude(1, )

StartRound(2) Join(2,1) Join(2,2) Propose(2) Vote(2,1, ) Vote(2,2, ) Conclude(2, )

StartRound(3) Join(3,1) Join(3,2) Propose(3) Vote(3,1, ) Vote(3,2, ) Conclude(3,_)



Contributions

Inductive Sequentialization

Refinement Methodology

Implementation & Evaluation



Broadcast Consensus

proc Main:
for 1 In 1..n:
async Broadcast(i)
async Collect(1n)

@roc Broadcast(1):
for jJ In 1..n:
send value[1] CH[]]

@roc Collect(1): )
decision[i] = -«
for J in 1..n:
Vv = receive CH[1]

1T v > decision[i]:
decision[i] := v




Broadcast Consensus

proc Main: Many asynchronous

for i in 1..n: executions:
async Broadcast(i)
async Collect(1n)

@roc Broadcast(1):
for jJ In 1..n:
send value[1] CH[]]

@roc Collect(1): )
decision[i] = -« 5
for J in 1..n:

Vv = receive CH[1]

1T v > decision[i]:
decision[i] := v




Mover Types

proc Main:
for 1 In 1..n:
async Broadcast(i)
async Collect(1n)

proc Broadcast(i):
for J 1n 1..n:
send value[1] CH[]]

proc Collect(i):

decision[i] = -«
for J in 1..n:
Vv = receive CH[1]

1T v > decision[i]:
decision[i] = v




proc Main:
for 1 In 1..n:
async Broadcast(1) L
async Collect(1n) L

send is a left mover

O send a @ send b
for jJ Iin 1..n: Q send b @ send a
send value[1] CH[jJ] L -

proc Collect(i): @ recv a O send b @

decision[i1] := -~ R

for j In 1..n: @ send b recv a@
Vv = receive CH[1] R

1T v > decision[i]:
decision[i] = v

proc Broadcast(i):

X 0




Mover Types

proc Main:
for 1 In 1..n:
async Broadcast(1) L

async Collect(i) L recv a @ recv b O
proc Bl:oziidcast(i): recv b @ recv a Q
for jJ Iin 1..n:

send value[1] CH[jJ] L

proc Collect(i): @ recv a O send b @

decision[i1] := -~ R

for jJ Iin 1..n: @ send b recv a@
Vv := receive CH[1] R+

1T v > decision[i]: R
decision[i] :=v R

recelive is a right mover




Mover Types

proc Main:
for 1 In 1..n:
async Broadcast(1) L
async Collect(1n) L

proc Broadcast(i):
for j in 1..n: @ send b recv b @
send value[1] CH[jJ] L

proc Collect(i):

decision[i1] := -~ R
for jJ Iin 1..n:
Vv = receive CH[1] R

1T v > decision[i]: R
decision[i] :=v R




Mover Types

proc Main:
for 1 In 1..n:
async Broadcast(1) L

async Collect(i) L left mover right mover
proc Broadcast(i): send v
for jJ Iin 1..n: -
send value[1] CH[jJ] L receive v
] async v
proc Collect(i):
decision[i] := -« R thread-local read/write V4 v
for jJ Iin 1..n:
Vv = receive CH[1] R

1T v > decision[i]: R
decision[i] :=v R




Mover Types

proc Main:
for 1 In 1..n:

async Broadcast(i)
async Collect(i)

proc Broadcast(i):

for J in 1..n:

send value[1] CH[]]

proc Collect(i):
decision[i] :=
for J in 1..n:

-_— OO0

Vv = receive CH[1]

1T v > decision[i]:

decision[i]

=V

r

Lipton’s Reduction:
Sequences of R*L* are atomic.

>
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Mover Types

action Main:
for 1 In 1..n:
async Broadcast(i)
async Collect(1n)

action Broadcast(i):
( for j in 1..n: )
send value[i1] CH[]]

action Collect(i):
(decision[i] = -« )
for jJ in 1..n:
Vv = receive CH[1]
1T v > decision[i]:

decision[i] = v )

L
L

O 0 0

r

Lipton’s Reduction:
Sequences of R*L* are atomic.

DOBOBC)

T

o |




Inductive Sequentialization

action Main:
for 1 In 1..n:
async Broadcast(i)
async Collect(1n)
action Broadcast(i):

( for j in 1..n:
send value[i1] CH[]]

action Collect(n):
(decision[i] = -« )
for J in 1..n:
Vv = receive CH[1]
1T v > decision[i]:
decision[i] = v

J

L

o

action SequentialMain:
for 1 In 1..n:
call Broadcast(i)
for 1 In 1..n:
call Collect(1)

Single sequential execution:

MO B(1) B(2) B(3) C(1) C(2)

C(3)



MO

MO

Sequentialization ldea
B(3) C(1)
5(3) C(1)

B(1)

B(1)
B(1)
B(2)

B(2)
B(3)
B(3)

B(2)
B(2)

B(1) C(3)
B(2) C(3)
B(1) C(3)

C(2)

C(2)
C(2)
C(2)

C(2)
C(2)
C(2)

C(3)

C(3)
C(3)
C(3)

C(L)
C(L)
c(1)



Sequentialization ldea

MO B(D

MO B(D

sequential prefix

B(2)

B(2)
B(3)
B(2)

B(3)
B(2)

1B(3)

B(3)

B(3)
B(2)
B(3)

B(2)
B(3)
B(2)

C(1)

C(D)
C(D)
C(D
C(3)
C(3)
C(3)

C(2)

C(2)
C(2)
C(3)

C(L)
C(2)
C(2)

C(3)

C(3)
C(3)
C(2)

C(2)
C(L)
C(1)



Sequentialization ldea
MO B(1) B(2) B(3)

MO B(1) B(2)

sequential prefix

B(3)
B(3)
B(3)
B(3)
B(3)

B(3)

C(1)

C(D)
C(D)
C(2)
C(2)
C(3)
C(3)

C(2)

C(2)
C(3)
C(D)
C(3)
C(D)
C(2)

C(3)

C(3)
C(2)
C(3)
C(D)
C(2)
C(D



Sequentialization ldea
MO B(1) B(2) B(3) C(1) C(2) C(3)

MO B(1) B(2) B(3)

sequential prefix

C(D)
C(D)
C(2)
C(2) C(3) C(D)
C(3) C(1) C(2)

C3) C(2) C(D)



Sequentialization ldea
MO B(1) B(2) B(3) C(1) C(2) C(3)

Abstraction

T | OO C(RobtR
c(L) o,

H0O B B B3 (&) ¢4 6

C3) C(1) C(2)
C(3) C(2) C(1)

sequential prefix



Sequentialization ldea
MO B(1) B(2) B(3) C(1) C(2) C(3)

Abstraction

action CollectAbs(i):
assert Vj.Broadcast(j) ¢ Q

MO B(1) B(2) B(3) C(D)

sequential prefix

C(2) C(3)
C(3) C(2)



Sequentialization ldea

MO B(1) B(2) B(3) C(1) C(2)

Abstraction

action CollectAbs(i):
assert Vj.Broadcast(j) ¢ Q

MO B(1) B(2) B(3) C(1) C(2)

sequential prefix

C(3)

C(3)



Sequentialization ldea
MO B(1) B(2) B(3) C(1) C(2) C(3)

MO B(1) B(2) B(3) C(1) C(2) C)

complete sequentialization



Inductive Sequentialization

Concurrent program

Invariant action

action Main:
for 1 in 1..n:
async Broadcast(i)
async Collect(i)

action Broadcast(i):

action Collect(1):

action Inv returns (c):
assume 0 < k < n

for 1 in 1._k:
call Broadcast(1)
for 1 in k+l1l..n:
async Broadcast(i)

if K #n:
1 :=0
c :=B

else:
assume 0 <1 < n
c = Collect(l+1)

roadcast(k+1)

for 1 in 1.._1:
call Collect(n)

for 1 in I+1..n:
async Collect(i)

[
I
I
I
I
I
J

-
S
N

S

Sequentialization

action SequentialMain:
for 1 in 1..n:
call Broadcast(1)
for 1 in 1..n:
call Collect(1n)

Partial sequentializations

i ——— -



Inductive Sequentialization

action Main: action Inv returns (c): action SequentialMain:
for 1 In 1..n: assume 0 < k < n for 1 In 1..n:

async Broadcast(i) for i in 1. k- call Broadcast(i)

async Collect(i) call Broadcast(i) foga:llgo}iégi(i)

for 1 In k+1..n:
async Broadcast(i)

- -- ™ e ~

if K # n: ! B(1) B(2) B(3) C(1) C(2) C(3)

action Broadcast(i):

i} ) [
action Collect(i): 1 :=0 : B(1) B(3) B(2) C(1) C(2) C(3)
Cc := Broadcast(k+1l) I MO B(2) B(1) B(3) C(1) C(2) C(3)
. I .
else: D<o« ) B(2) B(3) B(1) C(3) C(2) C(1)
assume = =n N B(3) B(1) B(2) C(3) C(2) C(1)
c := Collect(1+1) ~ B(3) B(2) B(1) C(3) C(2) C(1)
N
for i in 1..1: N

call Collect(i)
for 1 In I+1..n:
async Collect(i)

i ——— -



Inductive Sequentialization
Cioice

action Main: action Inv returns (c): action SequentialMain:
for 1 in 1..n: assume 0 < k < n for 1 in 1..n:
async Broadcast(i) call Broadcast(i)

n for 1 In 1..k: o - i
async Collect(i) call Broadcast(i) for 1 In 1..n:

.- call Collect(n)
. - for 1 In k+1..n:
action Broadcast(i): async Broadcast(i)
if k # n: ,/'
action Collect(i): 1 :=0 | gz%;ggg;ggg;
--- Cc := Broadcast(k+1) I C(2) C(1) ¢(3)
1 M() B(1) B(2) B(3)
else: I C(2) C(3) C(1)
assume 0 < 1 < n =" C(3) C(1) C(2)
c := Collect(l+1) M. C(3) €(2) (1)
AbSt ra Ct I O n = = \\ sequential prefix
for 1 Iin 1.._1: e
action CollectAbs(i): Ca!I_CoIIect(i)
assert Vj.Broadcast(j) ¢ Q for i in 1+1..n:
- async Collect(i)

i ——— -



Inductive Sequentialization

Concurrent program

action Main:
for 1 in 1..n:
async Broadcast(i)
async Collect(i)

action Broadcast(i):

action Collect(1):

Abstraction

Invariant action

action CollectAbs(i):
assert Vj.Broadcast(j) ¢ Q

assume 0 £ k £ n

action Inv returns (c):j

for 1 in 1._Kk:
call Broadcast(1)
TOr 1 1IN K+1..n:
async Broadcast(i)

iT kK # n:

1 :=0

Cc := Broadcast(k+1)
else:

assume 0 < 1 < n =

c := Collect(l+1) M
for 1 in 1._1:

call Collect(1n)
for 1 In I+1..n:

async Collect(i)

Sequentialization

action SequentialMain:

for 1 In 1..n:
call Broadcast(1)
for 1 In 1..n:

call Collect(1n)

M() B(1) B(2) B(3) C(1) C(2) C(3)

complete sequentialization

i ——— -



Implementation

4 CIVL verifier

O github.com/boogie-org/boogie

v" automated v fast v interactive

AN

\_
4 Case Studies

AOHAQ<§§

Broadcast consensus Ping-Pong Producer-Consumer N-Buyer Chang-Roberts Two-phase commit Paxos



https://github.com/boogie-org/boogie

The CIVL Methodology

High-level specification Sen.
2, e
: <o
00/7
Atomic event handlers
.&-* X
NI abstract protocol state
& : A
- Structured
Low-level implementation Programs

network, memory, ...



The CIVL Methodology

High-level specification Sen.
QO@/; .(/Q‘/L
. ?6’[-
‘0
7)
Atomic event handlers
.&-* X
NI abstract protocol state
&
- Structured
Low-level implementation Refinement

network, memory, ... [CAV 2020]
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